DP-989 



(19) B*m&ffF? (JP) 



(12) 



1*(A0 <ll):»W»p^# 
#^2002-297816 
(P2002 - 297816A) 
(43)&B8 B ¥£14*10511 H (2002. 10. 11) 



(51)IntCl. T 
G 0 6 F 17/60 



14 2 
ZEC 
3 0 2 
3 2 6 
5 0 2 



F I 

G 0 6 F 17/60 



f-73-h*(##) 



142 
ZEC 
3 0 2E 
3 2 6 
5 0 2 

SfcR#©»17 OL (£ 35 H) «*XI3K< 



(21)ffiH## 


#H2001 -94806( P2001 -94806) 


(71)ffiBIA 


000002185 










(22)ttiHH 


¥*fcl3*p 3 £29 B (2001. 3. 29) 




3R^fflajiiK^ta;ri 6 TB 7 #35^ 
















JlO*&&;ilK4tfl/il6T!7335# y- 














(74)ftSA 


100082131 
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^S32i) , ffl^lBSWtd^WP-B-ftSixfc^-f-fe^ 
-tixSrtt-S-rS^— LTOEKB (Enabling 
Key Block) SrSffL, S2^-f3 Ur^S32 
2, ) . 
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g^*f Tehama;* g 



S321 



S322 



^iz >X£:ICV£EKBfc<i:tf 
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•5 -fiz fctfETSICVS: 
EKB 33<fctfSiEHS§<i:£fc lCf23j* 
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MESS 1 <o XV&ftZ ix^Uy J-t^xn 

am** x icta^cD-rs«Msi^©o 

IS 9 -f ir v ^ £ Z Z k S:4#t# k "f S It * *H i {cE 

* 3 bleu*.. 

82 9 -f -fc v * & tti A -f- £ i £ 4: 4* flft k ir * IS * « l K 12 

$ e, \zmtiTz> z t t -r zmxm 1 mess 

[1**316] ffiEJ**^«WU *f Vf^S/^-f*-** 



(2) 4$&fi 2002-29781*6 

2 

7k. 

fftEm 2 ottft* -r s> ^"(7)^11: X U $ ix^OTEtti 
M $ n/i:iWEtti^ a ft k & fcfc» S tfc« ;* jx ^ t . 

OTE^^^v^^snEfdioffiaMs^eicm^-r^tti^ 
r k ztt'&k-i-zmm&mijm. 

mrESi f 5^ y oMI: J: D 6» * tifc StIH 7 

ote-7 ^ *rWEtt<oflia«i3issaicw A-r 6 a a 

Etb*^. -r y -^cotoS J: -5 ^IE 7 ^ ir ^gtjEfdiO 

« [fS*ili i] 3yfyy««is*ttfe«st59^ 

^lEm 1 (nmnxT y~7<D&m\c£ V ^f#^ix^^lE7 
^ ± K A <D ffl* fl mk ^5 jff 2 O ^ 5/ 

. 7k. 

5^ 7k. 



(3) 



2002-297816 



Ifil ft t > fftnm 3 r- 5/ ^3® tc J; . 

sure ^^tsftfio-fi«M3®^@<-ttj*-r 6 ttj^7 

«ria*»^«^ j: £ tut utiles 4 &um-t 

^T«#SftfcW*«*r* fe«c*»U 

t^^^]fflt5ft«fel8fi^^D^7 a leaser. 



mEteo««*&j®Kfia> few ^-{t: ^nfcffiia^ -f -fe >^ 
[&9ioi¥#fflftiftW] 

[0 0 0 1 ] 

20 [0 0 0 2] 

[0 0 0 3] ^Oi:5(C ^yfy^i^y^^^f, 
nyfy^^M, Strict STi* 5 <£ 
[0 0 0 4] 

[0 0 0 6 ] 

« ic: j: & m z ti it m jj m & t * -t z it » ^« ^ , 

^>-^^ffiof»«to3i^a^^ai*^ftijffii-rsM^i^ 
so [o o o 7] mutitfi^m*. v'T-fc^srftioffirMte 



• .1 

assail * ^70 ht^J:5 \z-rzz. t £ e 

[0 0 0 8] mm?* *>'^«:ia«-r-SlBtt^«4r* b!- 
10 00 9] fttr8E7-Y-1rv^S:ffff#ft:-t-SW-§-^««: 
[ooio] ^Ite7^-^r>'^{cs^v^r^f^o^s^ffi^ 

[ooii] ME*#^«ii, ^^f^yf-rfx;/^ 

[0012] MlB7^*V^*a*L/t:«lO««*a3SK 

T£ 

[o o l 3 ] ^-fcv^&f&oftttfti 

[0014] *$SW<£>gi 1 0>1fttt*ia#&tt. fftoflJW 
toSKSJc WAt5 7 -f ir & 1 <D$tf#;* 

^ ^ -tr >> * <d wjj sjm K \u\& & m^-r % % 2 <dwl»* t 
v?t. &i<nm%xr y^<D&m\z£ titi? 

*imte®$ct. msnfr'&xr y*7<D&m\z.£ v&mz 

zm<omn&mnmzMjj-rz>mtix ; T y? t , ttm* 
ry7<ot&m\zj:z>it.&mmz.m'i^T. mimv-y? 

[ooi5] *.mw<nn\<nU@imft<o7u 
tt<o««»i8Btffl At 5 9 Y t t*f»t 5* l 

W&**r y-7t. &l (nm^x?- y-7<D&imzJ:*)m§ 
Zth1z9 <{ ±isx<Dmm<nmt>tal»t:ft'&-r *ss 3 

-yy^tollcj: ^ ^ -fir v^c^tocoi^M^S^S 

— <o m t} & m m -r * m » * x * ^ t & # n £ & ^ 
ts. 

[ooi6] *^0^o^io^o^7Aii, teoffisa&v 



(4) ftffl 2002-297816 

mi (om^xT yy<nmm\z.£ vm^ztit^y-t 
±>x<nmtotomft®&*&»+z&3<D&&x?- y? 

[ooi7]*^of 2osawsii te^f9« 
[o o l 8 ] fifJSaBtf##«:tt, 7 ^-fev^tcs^^rm 

[0 0 19] fitJfB^^-fe^^^-^tCS-^^Tffi^flt 

[0020] *&w<F>m z <nffin&m-%m* . i^<Dmn 
&mmmzmmm*&®+zi£mxT y-? t , <&<vm 

fet 5 ^-ISffi t> IcSflt 5 f ^ y ^ , m% 

IS^^x ^ ^ ^ ^^trd t t -t So 
[0 0 2 1 ] **WO»2 0|S»jatft:0^ , o^7AWt. 

^i:> m§X7ry*?<ntlvm\z& V R'&Ztiti? <{ His* 
[0 0 2 2] *»|2(Dyn VyM*. «lOfl»afti 

« a»aic»j»m«srisflr-j-«i»flr^7 i -/^ , i:, 

*aa3sa**e>np#{t*nfc9-r'fev^«:, pff#fb*»i^ 

-t^=^— !9«i: bt>\c&'&-fzm'&x J ?y7£* Wft* 
T y7<nmm\c£ *) *#Siifc7^t^tE»t5E 

[0 0 2 3] ttiolioMMggfcj:^^, 

'.«i^«*tea»aicta**ix5. 

[0 0 2 4 ] *^M^B2^fi|ffl*ft3®Siafcj:o J *-te, 

so 7^^^, *—mmt£i>\z.m§£ti, it*sn 



7 

[0 0 2 5 ] 

2tcw, 1-2 (kit, ctte?^ 

^-^^ 2^13, tts^&sfco^r-f r:/ hflMRfiRS 

[0 0 2 6] -Of— *y h 2|Cte, ^7^7> 

h 1 lc^LT^>fy7^iM6^yrV7t-/< 

-f£^ir 4 , *5a:U!^7^r^ h l**9-f 

"ir^SrStt&o*:^^ ^^7^7yhil:^L 

[0027] zinh<n=t^T yyfl- /<3 , 7*fi?>';* 

■ 4* y V 7. Ctt^ii^o 
[0 0 2 8] 0 2f4^ 7^f7 > h 1 CD*8j#&^LT^ 

[0 0 2 9] 0 2M*3^T, CPU (Central Processing 
Unit) 2 1 IS, ROM (Read Only Memory) 2 2tC|Sl£:£ 
nt^S^P^A, *fclifB««5 2 8*»fcRAM (Rando 
in Access Memory) 2 3{:o - K cFix/iL^u -Mct£ 

fT<<\ B*»J««*rCPU2 1 \zW&-tZ> 0 RAM 2 3 

7t, cpu 2 i^a^feasrufr-fsijcfc^r^sft 

[0 0 3 0] Uf^ffcfg-JHfl 2 4 IS, nyfy^T-^^ 

*Ji, ATRAC (Adaptive Transform Acoustic Coding) 
^V^7x^32$:^LtK7'f^3 Otc«»fc$jh/r 

v>5^*^^^»;4 4{c^l, ta&£-£s e fcsvM* 

^-'rytm 5 13, K^^^3 O^r^lT^ 
£M^-y 4 4 £ O^trjL/c, n::/^ — K £ ;h*Tt N 5 5* 

[0 0 3 1 ] *M>{*M*-y 4 4 1*, ^^eMf 

mm) texiz&vm&zti&o 

[0 0 3 2] CPU 2 1 , ROM 2 2 , RAM 2 3 , 
3fl2 4 , *5 ctt^^— ^^^^52 5 tt, 3 1 LT 

[0 0 3 3] AttJ^-f — * 3 2 iCte, — # — 

K, D/^AASP2 6, CRT, LCDfr^t? 

2 7, /n- K^-f ^^^ifJ:»9«*$tuS8a«»2 8, 
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2 9j)^^ntV>So iifSS!5 2 9 1*, -fl"*— h 
2&:frLTOi§{ffci3®£:4f ? 0 ii{f Stf 2 9 too 

[0034] Atb*^ ^r^-* 3 z\a$£tc s &m 
i^ut k^:/3 oa**fssft. a^-r 4 i , 

*f^^42, %m&f4*9 4 3, 3fcvM*^iS{zM 

[0 0 3 5] ft*,, il^l*^ffl&-f al"^:?* — 

Ti*, I2 0MH a>fW- ^3, ^Yir^;* 

[0 0 3 6 ] &lc, (g| 3070^ ^-v— h&^HRLT. 

[0 0 3 7 ] Aj*?3fl2 6 Sr»ftt5CfcTa 

l/^>yV-'*Z[ztt-tZ>T>r*:**:fi^-tZ>h. CPU 
. 2 11*, ^r^ysll^^T, Si«aS2 9«r»J»U 
-<^?—*y b 2^^Lt3yf>7t- '<3lcr^-i? 

^XS^S 2(C:*o^T, 3.— A^^52 

CPU2 1I*, i§{f3f5 2 9 a> 

^^^^h2^lt3yf>'7t^3l:, 

LT<6<73T, ^^"S 3 tC^o^T, CPU2 1I*, ii 

(a ^ 2 9 & ft IT, ^Onyfy^f-^^gff-f^ 

7 1 >^7 ? -^«rla«ffl5 2 8^Mf5A» K^^^^tc 
[0 0 3 8] »C(C, I34(7)7a— ^-f— ht#SLr, 

ToKWJc^v>r, |zo^7-f7yhioMii ^ 

[00 3 9] ^T7^S21 ^C*5V^T, nyfy^f- 
/<3(DCPU2 1 te, ^ h 2j&*C>iifMU2 9$r 

^ir^7>T7yhi J: or ^-fe^^Si^^^r^ 
5(? rii*our#^'lS^^* ? s 0 
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[0040] ^f^ys2 3 (C^^T. ^^v-l/W — 

'< 3 cdcpu2 i 12, fEt&8fl2 8{ctats^nrv>^=i Vr 
isy*r— ?<n<pfrt>. ^fy^fs 2 2<o#i3ST , & , 9 
nfc-tii&Tjg^nyt^^x vy&gs^fcti-t\ cpu2i 
12, ^7^s2 4i:fc^r, ib««s2 8d»bK*m* 

[0 0 4 1 ] !Bt£3fl2 StCfBt&^JLTV^^V^^;/^ 
— *I2, 3 — ^s/^Sfl 2 5lC£ 19 , &JCATRAC3 i^tC 

^S^yfy^f^Wft^w: lefts. 

[0 0 4 2] fc*3, t>*>5Ay, ta«§i5 2 8 {C^*!?Pf #-fb 

[0 0 4 3] ^f^S2 5 |C*3V*T, 

— '<3 (OCPU2 1 12. Pf-*§-{fcLfc3 vfy^r- * 

5*#fiBLT«i&-*-SEKB£K EKB c (Kc) ) 3yr> 

J-t^xiD&mn-fZo fit, ^r^^s 2 6lc^i/N 
t\ 3yfyyt-/<3ocpuziii, ^7^S24 

[0 0 4 4] i5ii, r co j: 5 ir, =1 yfy^t- 

pic, Cco^^ — *r ^-/y (Header) <h 7 s — & 
(Data) tiaD«*^5p 

[0 0 4 5] -^^ICI2. ^f>7«8 (Content in 
formation) % *f i?9t\rWMS MffiWi (DRM (Digital Ri 
ght Management) information ) , ^YirV^ID (Lie 
ense ID) , '(^^yy/^yu^ 
rf*y#) (EKB (EnablingKey Block) ) EKB 
h *kf& £ tl * - K EK BC*r m t>> T *ff # it £ tilt a V ^ 
>"y^~Kc^ LTcO^-^Kekbc (Kc) #K**ixTV* 
ft*5, EKBMo^TI2, 01 5S:#fiSLr^a5-t- 

[0 0 4 6] afTfytfimctti. t lT7t- 

2®SU'lt$8£ bTcD3 yf>7ID (CID) , -toayfy 

[0047] TiSf&mm'gmtfinizn^ 

«ffli-S*aU^J:Vtfc« (Usage rules/status) UR 
L (Uniform Resource Locator) ^SS© £ *LTt> 5 e ^ 
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[0 0 4 8]URLI2, 7^-feV^IDr^^^n^^^ir 
^W(C^S/£7>fty^tw<4 07 Ku^T*>5. 

or-&><5 0 

[0 0 4 9] T-fift. ftt^Pff^n^ (En 
7(7 crypt ion Blook) tc £ & £ *t S . n -/ ^ 

12, >fn^t/^^ h/U (IV (Initial Vector) ) , > 
— K (Seed) , fc^nvry^f-^Jr-K' cTPf 
#ffc:Lytr-^E K ' c (data) tC J: W^^tlt 

[0 0 5 0] *-K'cl2, #5UcJ; D^ix* J: 5 Ic, 

[0 0 5 1 ] K' c=Hash(Kc, Seed) 

[0 0 5 2] -f /U-X$r h/HVt^— KSeedl2, 

W [0 0 5 3] COPf-fHfctt, 3yf>';of^?:8^ 

hcoP£#{fcl2, ^ilS:0 8/<^ ho^f -^{kco^^^^ij 
fflLTtT^ttSCBC (Cypher Block Chaning) K~C* 

[0 0 5 4 ] CBC^e— KCO^^, 8 h^ny 

^ [0 0 5 5 ] roCBC^— K^^^Pf-^^^rtf 9 <h 
J^W^. Moi«#fk^ci y^jc^sj:^;- fc^»fMSix 

[0 0 5 6 ] J^^5, r.OPf#|t;{CO^TI2, gU6£# 

[0057] tAJioj: piar, ? ? 4 r> h in. 3 

40 [0 0 5 8] L*»U<C^fe, ^^7^T>-hll2, 

[0 0 5 91 ^f5/yS4l|:ioV^, ^7^7>M 
OCPU 2 1 12. 3. 2 6 ^r^fN-T 5 C ^ Tig 
^Lt^yfy; (^gffcS'Jift^S (CID) CO 

asu-fS«ii2, m ayfyy^^^f h/i-^, ta^^ 
^ ^> «- 3 yf >- y ^feft^- ^ nr ^ ^ # # & if {c j: 
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I 0 0 6 O J tit, CPU 2 112, =3^Tlsy&m&$ 
*hZ> t , t<7^ yfV^IC^tS^^^y^ID (-tO 

[0 0 6 1 ] ^fj/^S 4 2 ICxH^, CPU 2 1 

S 4 3 Mij§3f, cpu 2 1 li, ^-t: v;* *fr 
[0 0 6 2] *T y^S 4 2{C:fcv>T, 7 *f -fe ^d^gE 

^>r-fe^^Bt?#*n/si»«&, ^x^^s 4 4«cii 

CPU2 1I2, &*#£ixT^5 7^i? v;M2#3fr}WJiS 

*3*iTi^5JMK («a-*-SBl8#Ba) <>: , ^^f^20 
let 9§r0$$nT<^sm£0PS£Ifc«^£c i-^WWf* 

CPU2 1 I*, XTy^S 4 5ICil*, 7^ 

f£*ffl!2, H 1 0 (D7 n - f h «r#.« LT«»t5. 
[0 0 6 3 ] ^75/^S4 4l:*5l>T, ^-fir^ht^ 

jy^*S4 6JciS^, CPU2 1I2, «P»ftS*urir^S3V 
^^■r--*«rffi«ffi 2 8d»bK*ttU RAM 2 3 icfe 
*rt£it-£ 0 fit, ^x^y^S4 7{C*S^T, CPU 2 1 
12, RAM2 3ICfata*nyi:Pt-§-fb^n yptOy*— * 4\ 

[0 0 6 4 ] nyfy^^Kc^}^^^,^ 
■r/^^y-K^r- (DNK) (1^8) £ffl<^T, EKB (H 

5) tc££n5*-K E KBc&*#£c:£a*T#, 

KeKBc£:£H n T, — ^KEKBC (Kc) (0 5) , 3 

[0 0 6 5 ] CPU 2 1 12, £ XT y^S 4 8 (Cfc> 

<^r, nt 2 4tc£ 

CPU 2 1 12, Atti;*M V*^-* 3 2^fcW*« 

So 
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[0 0 6 6 ] 07(7)^a— h$r#09bT, 

. @6(D^x y^S 4 3 XftfrtlZy-C-t y^Btfttolo 

[0 0 6 7 ] ft^lC^T $>:/S 6 1 tC*5^T, CPU 2 1 

-<duru2, ^>tt?>^!x^E»$nri^s9^-fe 

IDlC#j£-f- £ 7 -f ir >-;* & m%-t ZtZTf-tx-t 

^rp^t*?5. t:t, ^r^S6 2i:^^ 

JO T\ CPU 2 Hi, ^7^/S6 1ti}#ltURLlC7^t 
A#ftlCl2, i§{f3B2 9^lt-{^- 
h 2^^^^ir>-^^-/<4^r ^-fe^^ff fcixSo £ 
co£#, ^ir^;*-?-— /<4I2, ^7-fr>hllc^l 

5i9^r^si02) o cpu 21 12, :os^ 

Icg^r, AM2 6^it, y-f-t^xmiZffi 
20 «L if id, *5j;tf/*;* 17- K^rAM^o C 
VlDb'*x 9— KI2, ^'fryM^f 
a*, -o^— h 2 ^it7^ty^t- /<4 icr 

[0068] CPU 21 12, ^7^S63, S64 

CPU2 1I2, ^7^yS6 5tt^t, iifSflX2 9*:»] 
®L, Atf^fhtL^-^iot ^x !7— K*r, ^-Yirv^ 
JtS*«fci:t^, ^>^--t>7 h2^^lt7^ty 

[0 0 6 9] ^-f ir V^i^ — /<4 12, m9£&m\^X& 

» (Private Key) , 3kXf\Z*:<nW&&\Z.ttf&i' Z> 

^ (Public Key) OfiE^« ^ t h i-iSff IT < 5 (^x 

12, ^Yir v^^ri^ff itift^ Ur^Sli 
2) . 

[0 0 7 0] ^t* y~7S 6 6 {C^V^T, CPU 2 1 12, y 
*>«r*ij3eu, ^ty^^fl^t^micil ^ 
^t^|B««2 8«c«J&L, IBIS** 

[0071] ^fjy^Se 6{C*5^r, ^^ir>^^i^ 
»*iT.T**V^«tfLfc»*, CPU2 1I2, ^^^^ 
S6 8fcii^, A#&*HCJ2, CP 

U2 1I2, ^ V^vy^fij^-r^^^^^^irv^^qf 

5t7 [0 0 7 2] J^JiOJ: 5lClt, y <{ T > h 1 J2, 
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[0073] ft**, m 7 07-{t ^xm§temi*. 
[0 0 7 4 ] ^7^ry h i (^{fc^s^-trv* 

ID:fcJ;U^/^;*y ~ K*— (Device Naode Key (DN 
K) ) ££Aj-V\,^Z> 0 
[0 0 7 5] <£JS&fm, -£<7)7^i?^;*lcg-5^T, 

T\ ^^xv^^^b'— f £#*Jfift[Hl3S: (i*£n 

-RtcfB^£C £tl!*th PD (Portable Devic 

m (n^&vvim \c&ftT-%z>mm. &m*y*tz> 

[0 0 7 6 ] I) — T^fA (|1 3 £r#RBL 

nr t ^5 = ^7 V ^ — Kc &&J§-t z> <o \Z&%$ ft-r '< -f 
K* — T*>5 (Hi 2 *r#BP,brfta-*--5) . 
[0 0 7 7 ] l907D-ft- h«r*KlLT, 

Xff 7-<-ir — /<4 O^-fcv^lfiffctegi:: 

oi^TRW-rs. ft*;, ^oi^c^^rtj, @2o^ 
7^7 >- h 1 7^1? 4 0*S/#£ U 

[0 0 7 8] ^fiyysiOlCfc^T, "7^^\y^ 
-'MOCPU2 l li, * ^ h 1 X *) T 

02*cig^ % T ^ir;* LT#*:^ 7>fT v h 1 

«<oi£ff ^r^^-T £ e ±.3£LfcJ: ^7-f7V 
hl^>b, 0 7 CO^t 1 s/^S 6 5 CDtoST, a— FID* 

D) &&in£HX$1tt$ , 7^ir>-^^— /<4(DCPU2 

[0 0 7 9 ] tLT, ^-Y-t? — /<4 (DCPU2 1 

te, '7/S 1 0 3 M*5v>T\ 5ift«J2 9d»b»(A* 

^-^O^mtoaS: 51 5 tt„ 4 1/? 

— * y h2 ^^lT7-{ irV^iJ- — /< 4 fi*tz> M-1%#±M<D 
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[0 0 8 0] ^7$//S10 4l:fc^T, ^^ir^^.^ 
— /<4 0CPU2 1 — 5 a>fe<D-£fMS*a*, 

7^y^ Srf**-*-* ^ t Srfff #r 5*«iB*r fc 6 a» 

i-^. ^7^/S10 5M^, ^77^3 10 2(0^ 

o ^ ^ * >^«3e«nni»c»«-t-5 ^ w * 
^^^s faita5 2 8 \c tats ^nr^57-< -tv^o^^* 
baitR-f6 0 ^f^T'sioe ic*5v>r. cpu 2 i n % 

t<D9^f± IT 1 o<DDNK£ 7ID$r#ID 

^T^ e ^b^C, ^7^7*S107 tC*3^T\ CPU 2 1 
>^xs/^S 1 0 ST-miRZiX'fty -t-t^xizttfc'l 

^ tz®<s\a*. -e^ffiffl^^^jcjcscr, ^^^^^ 

[0081] ^T^SIO 8{C*5^T, CPU 2 1 1^, 
^TJX^S 1 0 7Xl«Lt«ffl*M, ^75/7*Sl 

[0 0 8 2] ^7^S10 9(Cii^, ^^-fe^ 

^ 4 (DCPU 2 1 li, ^070^ (§8|C^^ 

»©KBtfcit>lC, i§f&fflS2 Q^fe-f^^-*^ h 2 
^lt^7^7>F llci£{f {EL, S5^»i: 

[0 0 8 3 U777'S11 0|CfcV^T7^ty^t- 
'<4 OCPU2 1 h*. ^7 5/7"Sl0 9Wir, 

It, fB®^2 8{clB«^-tir-5o * ^f^ysi 
1 liC&^T, CPU 2 ltt, »Ato3ffi*r3StT-rs. Aft 
WICI*, CPU2 1^, jiff a 2 9t>>bm&y—'<5 \Z^ 

W 5C<h 35^^ ft V^ C IC/£5o 
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[0 0 8 4 ] -tfrioib. 5 

it*, CPU2 1J4, X7-M^^fft5 a AttWtC 
14, 9^ir:x;*lf~/<4 0CPU2 114, 3f5 2 9 &fffl 

[0 0 8 5] ±a?L^J: 5(c, ^(^^7>f7 

v h 1 I4 9^irv;*££tf £c£a*T#/j^<7}^ -t<£> 

[0086] H l o 14 , m6 <nx fyys4 5 tc:fctf 5 
^S13 1 75^*7* y/S135 Oteafi, 0 7 <D;* 
*It#)Se fc*TU ^Ty^S 1 3 3M:fc^T, CP 

1 3 5{Cfc^T, CPU 2 *-~FlDt'*X V— Yt 

[0087] ^f^S13 5 OjS«4Q.3ffiJC»JESUT , 

^-tr^i*— /<4I4, J: 5 (c, 

^ IT < 5 (011 (D^T y~?S 15 3) a -tCT?, ^ 
=7-<T^ h 1 OCPU2 1 14, ^f^yS13 6l^t> 

U :n«rtUW2 7 ICWAL, *^S-tirS 0 r 

Lfcfl-TS. ^f^S13 7T-CPU2 1 14, 

m *«A t « $ Li&^t 7 t >^ t-/< 4 t 

(IlKO^f $//S154) . «tC"C, ^fj/7'Sl 
3 8Ci3^T, ^7^7yhKOCPU2 1li, 
^t^/M^bOffiffl^^lL, ^fj/yS139 

[0088] b 1 1 14, j^jlo^ ^^rvhic757^ir 
[oo89] SMajic, ^f^si5i {c*5i>r, ^>r 

^ir^&Stf £ £ , ^fj/^Si5 2{:*5^r, 
r>hi^r^si3 5-rasft ufc? 
tt« * 9 -f ir v;* 9E«r«3Rfl»M £ £ t> icgff 
[0 0 9 0] *9 i/^S 153 tC*31^T, CPU 2 1 14, 
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»*i-S«T«ftf* (5E3Bri- Steffi *«0 £r, !BtS«S2 8 
[0 0 9 1 ] ^co^T^lc^j-Lr, Jb*£L/c£ 9 |c, ? y 

T, -trv;*-?— '<4(^CPU2 1 14, $ L 

14, _b*£ L/tJ; 5t-, ^f^S13 9<D&3®T£ff L 

[0 0 9 2 ] #«91tC:fc^Tf4, H 1 2iZ7sk£tiZ>£ 5 
t-> — K*** hJls? Vfisa > (Broadcast En 
cryption) #*:<DJ!E3l{cS^^T, =r'<4 X t 9 << ir V 

tt, ^Tlft^ 1 ;— 7 (leaf) tf^^CO^y^ J*£fcl4 9 

-r-tv^co4r~(c^jt;-t-^ 0 si 2 <Dm<r)ms, #-§-0 
^ [0093] H^w-c^sns y v -mm 

— FlZttfo IT^r- K 0, KltfS, 3^g(7);- KlC^t 
^IT^-K00MK11J)\ «4«B<oy-KJc# 
^LT^r-KO 0 OTbm^r — K 111^, ^n^ix^J^ 

(^^-f ^ K) fC, — K 0 0 0 0 7!fgK 1111 

[o o 9 4 1 mmmmt ^tt^t^, 

JO K00 10^^r-0 0 11O±tt(D^|i, KOOU 

[0 0 9 5] VxV^&flJffl-r 6^ — 14, ^T^O-x 

0il*.K. S#30;-K CJ-yiD) {c^>t6 7 
40 K0011, K001, KOO, KO, KR^^tf^^O 
[0 0 9 6] ^KO^r.MCfc^TIi, @13IOT 

7j± x ^X<D*r*-<D*gm&ftt>tlZ>o @ 1 3 Otf'J-Ctt, 

872 473 2!£coy- K*sy y — «at^ ^n, /^hy 
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coy — Klc, ^-f-trv^&^si-f 5^fA^ Ltot 

Ioo97] coTv'^rAwy - KJ; t> £ 

7^fty7«^5. c<ofr<joi§^ :tiia!), 
^116^ (= 2 24 =#)l 60^) 

t^^t^T^S, £ <blC, &t>T{B!lC0 3 2l£Oi5g i /Ilc 
#>4*;*f (= 2 32 ^4 0ffl <D*-Vt:ttim-r 
6C^^r#S 0 STt0 3 2J&coy — Kl:»et5* 
DNK (Device Node Key) SrflWfcU ^ODNfUC** 
JCS-T^ID^ y -:7ID£ £;h,£ 0 
[0 0 9 8] ^r/^^^y-ft^O^li, 64 
(=8 4- 2 4 + 3 2) J&co^y — KT-«;££;h.£/<;*<7) 

<0*—&m^Xm^i££tl % EKB (@15^#0BU 
«3*t5) rt«cR«$nS. SrTJ&cDDNKtt, EKB 

^>^-*££t>^g^£;h,£EKB (B5) rttcsa 

x&ti*— EKB^icia^^nr^^^ <b(c 

[oo9 9] ai 4\ctem % yy*-mi&<o# j ?-=fv--<D& 

/u- b*—KR2 3 0 l^R^^tu, 

T<0<pffi&\a*S- K*-2 3 0 2^R3tJtl, STS 

icii, y -7*-2 3 o 3^R«iw, *^-f^ri 

10 1 0 0 ] ftJb«j&»?>»M#B (01 3<D0Ti|-c|i, m 
= 8) ^^y-Kji^7^!i;-K2 3 0 4 i:lt 

— K£rH/&£ LTM+ l&J^Toy — h\ y — 712:, 

[0101] #'J;tl;£0 1 40»M^|(01o07-K2 

3 o 5\zn#7=fy ? mm) ] &m 

7££ti. coy- K»T^5Sttsy— k. y-^i^y^e 
y ^^^^ ^*ttfflUfc*4rttT f /^-<^S:-&tr^f l =/y 

y-K2 3 0 5^Ti\ y^- y ^ ?<D*iT=t 
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[0102] M&**b&&ftTtiL<n&&-9-7* 
f^y;-K2 3 0 6 i;Lr^t^^^^t^5o 0 

i4(DWt*ii, #T-^y [y^-y^-r^^^] y-K2 

3 0 5tD2|&TO7-K{C, y^y^T^-r y^SrttfflL 
tt, W£¥;fl£§] coy — K 2 3 0 6£*ig:;££JxT^ 

-K2 3 0 6^tic s^/a^o^^y ic^ns 

10 **S4«ffi##«te^y— K2 3 0 7d^R3e$iX, £ 

[phs] ;-K2 3 0 8 i, [«»ttfS] y- 
K2 3 0 9a*Rjt$nT^5 0 
[0103] ^btc, ^^^ry, f-^^r-^yii, ?r/< 

fcPf£) fK^tSC^35?TOfibSo #l*.tfloco# 
^ f^y y- KS:y-Aas^-*'-wK*t5y-Ai 
«XYz»fflon«y - LtRStiitf , y-#- 
coig^-f^y— aKxyzC, ^oil/Sy — KJgATo 
T«©7-K*-, y — 7* — S:«^uriR«-r5C t 

VM*^*f*-Olfi{f . K$t&31£:, tOM7-K^ 

it*— 7x2 (EKB) Sr&fiRUTEWL, W^y- 

[0104] ceo J: 5 tc, 1007-KtaAiLl 
T, WTO/ - K*:**>«jfty- Ktcjea^ftfctf^r/ 

y, fcs^tt^^^c/yoBjgiy-K^LrR^-rs 
=^y ooig^y — K^^fsi-t-sy — ^ — , 

(ekb) feaitsatr, m^y-K^r 

[010 5] Wttt, 01 2{C/^^ix5^ y — «ia«£*3 

v>r, 1 00 ^-/c^t n5 3 oi7)f ^ 0 , 

1, 2, 3 l*y — ^ LT^ii<7>3r — K 0 0 . K 
o, KR4r«^^ 0 coy- K*-*3flr«rtt«r5Wffl-r5 

2, SCO^tC^-r^C^^^fg^^-So * 

iS{c{^^-rsy— f^-ko o gM^vfvy^-i 
-Y^o, l, 2, 3 o^ri^iicon i/j-^y *—<nWfc 

50 &-5fmX*>Z 0 tonyrVn-Kcon^ 
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j - K*-KO OfPf#ftLfc:«iE n c (KOO, Kc 

on) h 9-?&fri,x$>z\,^ttmmmmz.#, 

^Ltf^'f^o, i, 2, 3icK«-mrx« ^aw* 
o, i, 2, 3W, ^ix^no^^^^{cjo^r« 

tt5M/ - K^-KO O^lV^Pff E n c (K 0 
0, Kcon) ^SfKnyf^n-Kcon^ 
-^^^Ttg^/^So fr*5, Enc (Ka, Kb) liKb 

[0106] £>5P#/& t tC*3^T, 7^-<;*3GD 

ft-tZfeK 0OU,K001,K00,K0, KR&3$Cl& 

fc»S\ ^n^fi, ttr^-fyio, l, 2, 3 

co^/u-^) rKff^5f-^?:^St^|;, 

tt, y-K^-K00l,K00,K0,RR$:, ^tl^ti 
mitttmK (t) 001, K (t) 00, K (t) 0,K 

(t) Rt£jE*rU v^-T*0, 1, 2 M^GO^f?*— 
&fe;t5i&3?#&5 0 CI w~t*. K ( t ) a a a te, $|K 
a a a COifc^ (Generation) t OjEiS^*— 5 C t & 

[0 10 7] M**— <DM#&JBo^TRW^5. 

(EKB : Enabling Key Block) t m*tlZ> 7 u 5/ ^ ^ 
UT\ fcSV^ttlBftlltflelcttiWLT^^^O, 1, 2 
7uy? (EKB) 12, Bl 2fc;5*3;h,5J; 5fcy y'- 
#<fc*~^J:oT«/£;*;h,$ 0 *#Kb*~:/o 5/* (e 

KB) IS, 5&r:/u^ (KRB : Key Renewal Bl 
ock) £m*tlZZkt>SbZ> 0 
[0 1 0 8] Hi 5 A\Z7jk-r#$hik*c— ?u (EK 
B) I*, J — K^^O£&0&£ft^/«^;*ft;^at3g$r 

60 Hi5A<7)#jtt, hi 2lo^-fy y — tSit^-r/* 
^^0, 1, 2(c*s^T, -fflr^t o3E«r/- K*— *:K 

ii 2^b^^>^/j;J:5lc, *r/W;*o, 
lte, Hry-K^-^LtK (t) 00, K (t) 
0, K (t) R&.&m-?h*) , -r 2 tt, 5*r/ — 
K* — HTK (t) 001, K (t) 00, K (t) 

0 , K ( t ) R&&m~VtbZ>. 

[0109] Hi 5 AOEKBC^^i X 0 (C, EK 

<DV& Enc (K0010. K (t) 00 
1) miif/^ ^ 2 (7)j^O !/ - 0 0 

1 0lCj:oTI*#ffcSnfcJE*y- K*~K (t) 0 0 
1~C*>»?, 7^<-<;* 2 IS, StOj^oy-7^-K00 
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K (t) 0 0 1$:l^:i:^T^5 6 «-§-(c,fcD 
»*iJE#ry- K=¥~K (t) ooi^k, Hi 5 A 
OT^b2^g(DBf^{^-Enc (K (t) 0 0 1, 
K (t) 0 0) aqK*"5T«fctt!K JE«r>>-K*— K 
(t) 0 om:^^n. 

[0 110] &TM#is Hi 5A<D±frb 2 j&gOP£-§- 
fk^Enc (K (t) 00, K (t) 0) 

3E*fx--K*-K (t) oimbti* ^h,*m 

V^T, Bl 1 5 A^i^ t 1 R S OWtft* - E n c (K 
10 (t) 0, K (t) R) 3E*r/u- h 

*-K (t) Rtfftfcjh,*. 
[0111] y - K*~K 0 0 OlilifSM 

LTMiOli, K (t) 00, K (t) 0, K (t) 
Rt-#)5 fl y-Ko, Hi, t/<-Y^^-K 0 0 0 0, 

KOOOUfflK, Hi 5 AOB^ 3|S!0OPf#{k 
*-Enc (K0 0 0, K (t) 00) SrffittSC^ 
TJE*?y-K*-K (t) OOWIU BTMHfc, H 
15A^b2R@05|f{^-Enc (K (t) 0 
itf 0, K (t) 0) £«#-#-6c£T-, JE*ry-K*-K 
(t) 0«r#, il 5AO±d>lblR@W?f^^E 
nc (K (t) 0, K (t) R) Srtt*-*-* ~ JE 
*T/U— h* — K (t) R&f#S* roj;5t-LT, 
^*0, 1, 2ttS#rL;£*-K (t) RS:f»5Ci^ 

[0112] ft*,, h 1 5A^ >-^5/^^ii, m<r>fc 
[0113] Hi 2lOTf7y-MoM^;^ k 

jo *~k (t) o,k (t) R<Dwm&*mTh*) s / — 

15B(OtMWa.^ (EKB) 

JE*?/— K* — K (t) OO^^O, 1, 2 

[0114] Hi 5BlC/^tEKBIi, #JxJ£4#^GD;/ 

S4&^(cfiJffl^rtBTfc5 0 AWWfcLT, Hi Z\z&m 
X7j<-ryji'—'7ft<n'r/<'{*o, 1, 2, 3tf**>£fB^ 

*0 (t) con^g^i^tS. ^/<-Y;* 
0, 1, 2, 3O*aO/-K*-K0 04:I*rLfcK 

(t) o 0 zm^xmtite&i&^^m^^T k 

(t) con^PfffkLtr-^Enc (K (t) 0 
0, K (t) con) il5Bte^il5EKBi: 

[0 115] t/ib^,, 1, 2teEKB& 

fcILT»t*-K (t) 0 0*ffl^Tltf*:St&«#f 
5(7 tbfi, t^Wayfy^^r-K (t) c o n 
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[01 16] 016 IC, tm^tD^^v-^y^— K 

(t) con^sM^Jitr, k (t) oo&m^ 

xmfztj:&m<D^l'<T^y*i—K (t) conSrPf-JHfc 
Itf-^Enc (K (t) 00, K (t) con) 
t. mi 5 B {O^t E K B ^lagKflc^:^ trs^ t 
izsf'*** (xnjvim&TF-f. -ttet>-hz<n&m. ekb 
(c J: 6ff£#{b^ ^ -fe — i/*r — & & C3 yf 3r — K 
( t ) c o n £ L7t#»J~C 

loii7] 0 1 6 (c^-r j: 5 »c, * 014, mm 

£I^8IOEKB#i3ltCj; y) , K=¥— K (t) 

/ — K*— k (t) ooir^^r, Unyfy^^ 

K (t) conM#U, &tC^ix&{£ffl-r£*:tf>lc 

[0118] Hi 7te#$Mfc*— :/n -/^ (EKB) <D 
7*—rj/ hWSr^t. ^aV6 0 1lt #SMfc* 
—-fxiy? (EKB) <D/<— ^tr^-ttKXHF-Tfc 
S. ft*5, S?aV«:, *«fcOEKBSr8H8Ui-S«llB 

14, tiithik^—zfoy? (EKB) tnMMtifttDfstj X 

t»-rsnr«y ^-*/-k^>*6 

0 3 11, tMWoy^ (EKB) ^§|J6 

»4*^«6 0 7(7)14®, V*6 0 5 14^6 6 0 

8 (D&fe&Tjk-ttfJ >?XfoZ> 0 

[0119] 7*-?% 6 0 614, Mittf JE*r#-*/— K 
Lfcv*— **rft*iWSo WtttHl 6 {^^ 

-rx ?tmmz tuts - \**-\z.m-rz&m-%te*-i$ 

[0120] **"3{56 0 714, <T-*3fl6 0 6Kte*ft£ 

^-T^i/^^^o CO^/^;u- yu&H l 8£rffl^ 

[0 1 2 1 ] H 1 8-CI4, 7*—* £ LTfttcHI 1 5 At 
la^Lyc^^t;^-^ n (EKB) £ i£ & J £ 
^tr^5, C (7)^(7)^—^14, il8 BOfl^fJ; 

*§£*J4, /u- ^-(7)Ili^^K (t) R^^itltlN 

h y~?J — K7 Ku-;*J4KR£fc£o ^(Oi:^, 
CT^^±^<7)^— ^ E n c (K (t) 0, K (t) 
R) 14, H 1 8 AlC^-rW«^ 9 — l^ftttP 0M2* 
J^i-^. lk<D%L<D*r — *|4, Enc (K (t) 0 0, K 
(t) 0) y 'J — iittelttKD^— ^^)feTOft 
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^I4*^ri* 1 Ic^^H*. *^I4 {£ (L) * 
(R) £ UTlSl^^ix^o il8B(7)tJ:|ftOf 

-^Enc (K(t) 0, K(t)R) lc*rj£-r 
P0(DfeTOffi@P00{Ci4 : r'-^^fc5(7)T-, L^i/ = 
0, *-(Cf4-r— ^^ftV^t, R^=l£fr5 e 

t, -r-<r(7)-r-^jc^^^i9:^^tL, ii select 

[0122] * ^f4, WJSi-S^ — ^ Enc ( K x x 
x, Kyyy) » % y !/ if £ tdtefi IT V* * O 

t-te^tlS* — v 5 — *E n c (Kxxx, Kyyy) 

• • . i4, mmz\®%-ik£frit*-<omp\T-*iz.i®g 

0 : En c (K ( t) 0, K (t) R) 
00:Enc (K (t) 00, K (t) 0) 
20 0 00:Enc (K ( (t) 0 0 0, K(t)00) 

* y**~tiL&&7*'rm3\7*-* t \*xm^zz.k\z£ 

[0123] Hi 7lCMoT, EKB7t-vy hlCO 
^T£feUlR9H-5 0 (Signature) 6 0 814, # 

(EKB) «T»fTU«:«*.ri»*3l-fe 
J0 (y^-t^xV— ^4) , nyry^o/^y 

ft'fZn*m£X$>Z 0 EKBi:$«Lfcr^'f^ll 

•45*Klcj:orjESte*S*{k*-^o (ekb) 

38fT#5ft«»tf Lfc*S(lfb^~^t3 y^r (EKB) 
[0124] aiOipl^lt, T-Yir ^^i^— ^<4t&* 

i:, ii9l:^Jti5J:?(:/i5 8 
40 [0125] -f &;b^, 3yry7tw<3^^7^ 

T>hi\zM\*x=^7>y&ftWc£tiZk ti>\z % y 

^^-tv^(ci4, DNK^-^^nrv^ <h 
8) . 3>-rv^i4, ^yry^^r-Kcia "9 , Pf-^{k 

^ixT*5t) (Enc (Kc, Content) ) , =i >^ V IV — Kc 
14, /U— h =^r— KR(EKB7>>b*#^;h,£* — T^oT , H5 
«Cfelt6^-K E KBC«w»«-r«)-CI«#fk*tU (Enc (K 
R, Kc) ) , EKB £ th\Z, Plr-g-fk^nyt^^T 1 fV\Ztt 

toztix? y<<T\s>v ltcii^^n^o 

5(7 [0 12 6] H 1 9 0WCjolt ^EKBIC(4, #Jxhf, H 



23 

2 0 JC^£*xS £ DNKTPf L/!l/U — h 3r — KR 

#$**LT<^5 (Enc (DNK, KR) ) . flfcoT, ? 5 4 7 
Vhlli, ^•Y-^V^tC^^nSDNK^^IJffiLT, EKB7&* 

— KR&ffi^T, Enc (KR, Kc) frh a \s*r Kc£ 
*£^-TS: ^^V^ *-Kc£flH>T, Enc 

(Kc, Content) ji^^yf V^^f f5C t^T^ 

So 

[0 12 7] C<7)£ ? \z % ^JCDNK*<BSU^S4 
t> ITS: , 8H2tHi54r#iltRSL 

fc/ESUcfeoT, fB^O^irV^^y # — ^ (revok 
e) d*^8BICte5. 

[0 12 8] ^-tr^***.— - fFftlciZtt-rsc: 

[0 12 9] 7 (DNK£ y— 71 

d) tttfflfttto2od^*fill:t5ctl:J:t) (H 
8) , mffjt:«Srt5l^/i<, ««*#*:«3E-t-« 
^ta^e&tcfcS. BEW» 7 >T 

£ t h \^Mis~t 6 J: 5 M-TSc: £ aiv KsL— if t>, 

[0 13 0] BEW»i:«K«*0*Jffl«coVNTtt. 0 2 8 
[0131] ^^§^»c^5l>r tt, 013 LTftgU 

f^y^M^bns^r, js&odnk&ioo (* 
frs^xa* V <d=i yT^;^ i oof/<^f^Tfif6 

[0 13 2] 0 2 114, ^(OHfllWLt^S. -T/Jib 
T/^^DllCli, T^f AlcSd^T, DNK 1 

DNK2^^I«9iTbn5t, ^ ^ y ^ ;r -f y * {CCD 
fahV y fy/Ltnyf >"7 2 &f2^-f 5 d 
So COi^, ^Dlli, ^yfy^i^nyr 

>^2^rl>5. MS^fA (T^fA^/W^ 

it btix^ZDm&wm-rzte x it, 

[0133] (gj 1 3lC*5tf 5, T{l0tO3 

2V£m<D&E.mM<n 101 otc, 02 2^c;^;*;t^S7•^' 
i?>';*;frxa*y l^T^^v^^x^y 2^ii)»?irs 
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^tE£ftSo 

[0134] 022 £>#JtC*H>Th*, #<JxJ*, 7 -fir V 

^7 L ^y2li, D;/^^ty;u(:it5 a 

jftx^-y 1 7^ir v^id^ 1 x*&»Sa yfy; 1 

if 3{cgd^j £nr^£o 7-Tirv^^r-^y 2li, 7^ 
iry^lD2(7)nyfy^3, ^>x^^4, *3 £t/=r > 

[0 13 5] rOctpIc, #S§9ilc:fc^Ttt, jJ=r=(V 

[0 13 6] *fc % DNK&, ^-f "T lc^»a«> 

&trO-Chi;i<, 7 if— /*4 lc£ 1? , -£<Di§-C 

S- ^.-if^JcS^-^A^-srte^^^A^ 
[0137] ^yfy^ii, **t36*ff«tsjxfc», irco 

SMttW^K^y^t), Pl-onyfy^^ 
tex.S^^^^*Lt^ #3§Klc:fctNTtt, Z.<ntLhb, 

^^.-if (^7^7yM) bk 
^ilt^7^ty^t"/<4?5^Mjit, -?rix(c^ 
^^S^^^tcaiiEB^^ (certificates) ^iB^ixSo 
*^-ifJi. tW8«»i:fflV>t, ^ (signature) 

30 SrftliEU, *»oayf V'ywakKteJhSrHS C t ^T*^ 

So 

[0 13 8] :<0^O*aSC0CT^Ot>r, §23(7)7 
0-7-*- h«r#FHLTBl9tt-S. H2 30teili, ^ 
-if^CDd^^*L)t^-^$:tBte^2 8^|B«$iirS 

y y ^^^toai$ri$t^-fs>bor-#>So 

[0 13 9] MttillZ.^ ^7^S17 1(C*5V>T, ^7 
h 10CPU2 l«t, if32 9^r^LTA^^ix 
SCDOS^-^^riaS-r-^^ LT&O&tr* *:r$, 

^sn2 ^cjov^r, cpu 2 1 12, *x s/^s 1710 
*nrv^s^^«:*u«i-s a 

I*. 3 ify hoa tr— IfaflMR (cci) lt'^o 
r~y# (Trigger) ^ J: 0 tt, =>>f^y<D7" 

? & fe&^t£^m&\Z.\*. XT*y-7S 17 3 

otoasii^^r^r^nSo 

[0140] #ClC, 77^S1 74 |C*5^T, CPU 2 

50 112, v^(c^j^LriB^'t-6--^yo^-^^ 
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-fURL, te&Xf*} *-?\zJ: t>*8/££jft,£o 

[0141] ^fjyysi 7 5(Cxi^. CPU 2 1 

13, ^ r ^ y S 1 7 4 Ofelt^^ L s/ / Of-^ 

[0142] ^r- j/^S 176T, CPU 2 1 13, 
f£-*§-95 2 4 &*J#PL, ^yf y^^nyfy^^ /<? 
-*Hfc£iir6 e a Vxv;/*-— 13, nyfy^^itfc 

m&t\z$i'&£iifzi><DT-fr>z> (05*^1301 

9) 0 

[0 14 3] #CtC, ^T^ySl 7 7M*3l>T, CPU 2 
3tcgB^£ii;£ e 

[0 14 4] fcfc, fE&&#a^-ir^;*^fc£i§ 

^f^^S176 tC*Sv>T, CPU 2 1 13, ^ yf>- 
y&^-v* y?M2 5tC{fc*SL, ATRAC 3 ^ 

So 

[0145] 02413, jyjboj: ?cir, ummmc 

■^itZfrXi^Z^i/T^y (E (At3) ) frhmtti£*i 
— * — ? (wm) a*, c=r i/v-^y<n$\- {^y 

[oi4 6iii2 5f3, ^^T^yzummmzm^-r 

t^So COWc:*ol>TI3, ^yfy^io ( CID ) ^ y 
-f±>>XlD (LID) , URL, teXXJ*}* — — ? (ff 

M) £^ir^$/^#fB®£ixT^5fdl, EKB, ^^Vy 
*~ Kc£/U- h^-KR^^LT^-* (Enc (KR, K 

c) ) , uwm (cert) , ^yyicm-ittkf&znitT* 

•i>?;^& (Sig (Header) ) , ^yry^^ayfy 
^^-KcTPf^fkL/c-r-^ (Enc (Kc, Content) ) , 
(Meta Data) *5 X XJ^ — ? (Mark)^fB^ £ 

[0 14 7] — -v-~ ^ 13, ^ >-X>-^(7)^^(c 40 
®#&£nT^£ kO^-Sa*, |2 4 ^ 1^ 2 5M^£ 

[0148] ^ ^^—^13, #JxJ*, S?*^r/ 

[0149] 026 13, t£^#£ LTO^§g«iIiEM^O 50 
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5f£iiE^ (CA : Certificate Authority) frft 

^£>$&l£{c:tev^TI3, — ^4 (£ 

fcli3yfyytw<3) *£oT 
<£M#fc3SfT-f £OT-, rt— iP}3, ID£^;*!7 — V^7 

£rf#£Cl £a*T#5 (07^r^S67) „ 
[0 15 0] 0 2 6^*5l3S^IB»tiEM#l3, mW^<D 

(n.— if) fc#LT«9otf £ffiE»<0«L#-§\ v*v> 

fiE^ (^•Y-tr>';*U— /<4) O^&Stl, ijEej^o;fr#j#l 

BE9i»#Jffl#*>iD (y— KiD^fci3 -^id) , at 

5 t y ^ t-/< 4 J: 9 M * ntf ;uf* i«ft 
^D^nrv^ 0 ^o^^^yug^ (3, * yte—i/\ztt\_ 

izm^^x. 7 4±>'xv~'<4<DW&m&m^x!iif£ 

[0151] KlD*^c(3 7IDI3, 0 1 

2 <nm<nm^. *f'<4 x o r £>;h,f3 r o o o o j t £ 
n, ^^Y^it*nf3 roooij ^^<^^i 

5^*>iX^ r 1 1 1 1 j t£tlZ> 0 Z<D£ 9^ID(CS^ 
(DHWL (y-74fc(3y-K) ICflrgi-Sai^x^x^ 
[0 15 2] dcoj;5lc, ^>'7'^y&mm-fZ><n\z& 

^^T^vtnftMLx&ft-tz x 

5-i:l:4 5c ttiE^^te, *>^v>i3SSS^A^^nyc 

[0153] £*L, 7r-f^7t-7$/ h$T02 5{C^ 
^ ix S J: 5 IZffiffe'f' Z> Z bX, ^(07 y V<D=Hs 

i&, SDMI (Secure Digital Music Initiative) 
[0 154] ^ h\C. #J*J3, i2 7(OT^tl5J:5 

^(D*a=®(C J; 9 , SDMI (Secure Digital Music Initiat 
ive) &$%b IT <DJ5rfe<DPD (Portabal Device) ^{C, 

^^^rn LtiV-fzzb&'zimbteZ. 

[0155] 0 2 807o-ft- h fe#IL 

^7>fry h l^fdio^ 7-(r> b (Wx.i3\ pd) 
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[0156] ^f^S 191 (C&t^T, CPU 

5^*2pjs-r*. Tit? /\sm&&ttim$tix^z> tmiz 

£th£im&. ^f^Sl9 2ldig^, CPU 2 1 hi, HE 
li, 7-<-tr>'J*-tf— a*4 3&>b7>f irv^i^— '<4<7);|&& 

-fir 4) <0««»|cS-5t^*fi»*ixTfe 

^"C#5o £btC, CPU2 1I2, jy-fe — 

[0157] t^r, ^f^S19 3iC*3V>T, CPU 

fcttmvx* mw&^&thzv — yio mz 6) ici^ 

[0 158] v**, H2 9lc*$n*J:5«c, 
fc^r/W ^r^^^ta. do<b#, 03 oic^ns 

l£*3l*5Tr/<-f * rioou £ y -5^*!>tc, 
*~~KR, K1,K1 0,K1 0 0 51 &T"t* <5 EKB ^^otl N 
S« 

[0159] y tf-^^-r * rioou tA^o^r 
oy-^i*, je*r$tt)t/i-- h*-K (t> R$r^#-r 

*&y-7Wt. H£r£;h,T^/j^/-K*--K0&, ^ 
^^rtlCftftLTV^^r, WP#^=¥— Enc (K0, 
K (t) R) ^r-KOlcJior^tS^i:^, 3E 
*" — h*-K (t) R$:Mt5Ci^t^ 

[0160] / - K*— K 1 l^Toy-^li, 

M^£ixTWj^/~- K 1 iSrJB^T, Enc (K 

11. K (t) 1) - K^r-K 1 1 faort#t 
scl^t, se«fy-K^-K (t) l^tsct^ 

X^S. £h\Z. % Enc (K (t) 1, K (t) R) 

K3r k (t) llcior^tS^^r, JE**'- 

h*-K (t) RZi&m-rzz.b&'zjmttez. 
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[oiei] st>fc, y#-^£nrv>fc^y~;7*-- 
k i o o o Z^-t&'r^'t x rioooj is, seoy 

-7^K 1 0 0 0TEnc (K 1 0 0 0, K (t) 10 
0) mit, / — K3r—K (t) 10 0S:St»t5 

JWiMM-U JgsK/i— h*-K (t) R c£ 

y(7 [0162] ^nic^Lr, y # — ? £*l,*:7 f '<>f * 
rioou tt, SBcoy— y<n lSioH^ry — k* 

K (t) 100?:, EKBMSIlc X 9 Exf#~C# 
X. S^f/^ — b 3r — K (t) R^^f^^^i 

[0163] y $nr^/ir^iE^/£^/<^^ 

[0164] T> MS, -t^^SrJflj 

[oi65] 04*.tt, i2 9oy- ^ rioou tf>ID 
(y— 7id) r&s rioou rij roj 

TOJ rij 04^5/ h t LTftEfi L, *_Lffif jy 

[0166] ID TlOOlj CO^iitt y h & 1 T-*>S 
t^O^i/ (##0O^i/) ft, 0 : {0, 0} T-fct) , 

[0167] tfctc, y — K^r— k l coTtetoy — h*\zm 
tfo id r i o o l j o 2#s<7)tv hte0T-£>sa><b;£ 

S e ms o(c^£ix£ J; 5(c, 2: (o, 

T#So 

[0 16 8] £t>fC, ID r 1 0 0 1 J (?)3#@Ot> h 
I*0T&I9 , fedJlCi^tTo rcO^#, KlOOTffiCOf 
(##3(7)^^) |jc, 3 : {0, 

o} -eh*). ffi&i^—f&ft-fz-biotmjZZftz* 
5c ^t36«r#s. 
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[0169] £ «b tC ID r l 0 0 1 J O^Ttt t' y b 13 

i ^m\z.mt*o &-%4<n? ?tt s y- K ^_ K 
1 1 Icttfc-fZiiVy^&V^ K 1 0 0 OTtOf — ^ co 

n*lr&&-t? %^5<n# ff-ehz. -<D*y\*^ 
5 : {0, 1} ^r, #W(ci3, 

ftbtt^c irfcfc*. y-K fiooij i: 

Wtfc^O*«tfti^ £ left 9, id r i o o i j <r^fy<^ 

[0170] CixJc^f IT, #'Jx.h£, y-7^K10 

0 0 £^rr 5^^*1013, TiooOj r&S, _L££ 

y — K rioooj \ziz¥*)m< c 
6* ££oT, id r i o o oj co*7^^;*j3, jE^/^^^< 

[0171] 02 8l:Iot, CPU 2 113, ^f^S 

1 9 4(D«K«i3l^a<5#, ffiwstf&E^nrwj^ 

1 9 S^JS^L, BEW»^*K*n 
T^fc^W-S-Ull*. ^f^S 1 9 6lCi£^, *fi?9>\, 

[0172] "T&to*,. 026 IC^SitS «fc ft?) 

men. mw^mmg (ayfyy^t) o^nBsta* 

5£i (Sig (Header) ) jOMfttEdit*. CO 
4*M»«:Jfl^T\ irv^/U^feSig (Header) L 
TftfetLfcT*— ^ (^j/->att) fc, EI 2 5 fcl;^£n<5 

£ 6 C£T\ H#3^-&LT^Jxtf, Header** 

#LT, ffi***— SfcLfctftU*, Headerl3&S5;£ixTt^ 

[0173]^r^S19 7{C£>^T, CPU 2 1 13, H 

fttftttf, ^f^y^S 1 9 8ICto, — * — — ^ 
SrttfiE-^S. ^f«7 7 P S199 {C*$l>T, CPU 2 1 13, 
— ^ — ^ — ^co^SEcoJg*, ^ £ M*«FJB 

*i^tcl3, *7y?S 2 0 OtCxi^, CPU2 1 13, ^ 
[0174] ^X-/^S 1 9 ltC&^T, ^rv^/U^fe 

^r, &&&&&& &tix\**zkm&$titim&* 

r^/£d*ofc^^j^^n^m^, ^rjy/Sl9 7l:fc 
<^*£*y5££*lfc»-fr, *fc!3. ^7^S19 9l:fc 
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13, fx^^7!>h^»±SJi5. 
[0 17 5] coj:5lc, EW*fc3Btt«i«:7-<-fe>^ 

[0176] £<blc, ^ — -v — ^ayfyyft 

[0 17 7] — ftffrtftjxfca^^^ytt, 

[0 17 8] ai/y>2y«t, flWflftf*«r#$ 

[0 17 9] ftlc, ^-^0#IJffl*J5fe(cov^T«W*- 
So #S89H£*5V>Tr3, J£&^ti£ 13, 

[oho] 7-fty^^yf>-7i^ l^f^ogg^ 

[0181] cco-r-^(ci3, Cnjx.fi, m3 llOT^tl 

[0182] ^btc. -r-^ci3, y-^iD, m^m? 

[0 1 8 3] 0f#«^^^l3, BffSoJHIIBtfW 

^#4ds^s. ttffli»*S0#ayr3, ^^fy^^ 

[oi8 4] =f tr— Isi»:ic:i3, ^n^r-tc^conv^^ 
5(7 y«r3e , -ruy5:cg*3ft«jRK (d^> t ^xtmztiz. 
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[0185] m 3 2^7u-ft- h£r#«!L 

[ 0 1 8 6 J XT 2 2 1 tC*S^T, CPU 

2lli, A#^2 6£>^(0^ — lf<Z>^lcS^^T, 

[0187] ^f^S 2 2 2M*5l>T, CPU 2 1 13, 
— lFa»fc*>A;tJ«5 2 6 &^LT<7)A;fr£:Et 
oA^lc-frfifc it 7 f -fe >x if— 4 Lt ^ i? ^ 

[0188] C05*|CMLT, i33(?)7D-ft 

13, jj^^xirw^^zizwz&mtettffi&m&irX 

< £ (i33^fjx^SZ42) * -e^T, XTy? 
S 2 2 3(CfcV^, ^ 7>f7 V h 1 <£>CPU2 1 13, 7^ 

[0 18 9] a— 9f± % ^O^lCg^T, m^^tl 

i^T, A*«5 2 6 3a^^reo*iJ»fM*«:A*-rSo 
[0 1 9 0 ] CPU 2 113, ^7^S 2 2 4(C*5V>T, 

[0191] ^<DT7ftmto&$:m-tz>t. 
:7^£fai$b/t-r-^&i£ff ir< 5 (ig 3 3<dxt 

^S 2 4 4) 0 *r:i*T\ ^7j/^S 2 2 6(C^^t, 

ttfcirxumtsftz^tiztez. $.it. ^<Dt$. cpu 

2 Hi, -x-fe— ; ^#je$T$jh,fcc£tcfc6o-T», ^ 
(125) tHSfrU fa^tttcfESthr*. 

[0192] ^7^ys 2 2 4 jcrfci^r, 7 '<ir>';*1^ 
thtzm^. XTy^S 2 2 8MxI^, CPU 2 1 13, 
£ tiftttffi &Tt£ L V > d <b «r =7 -f ir — s< 4 tciS 

[0193] coj:p/j;^7<7yhioj!aaic^i 
T, ^ i? i^;*^ — ^ 4 13, |3 307n-ft-M: 

[0194] -Tteioh. ^7^S24H:fc 
l N T, ir — /<4 GDCPU2 1 13, ^7^T>-h 
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i t>*b 7 j ± ^xK^&*) <Dm#fr&m znx< z>t 

(l30^f^S 2 2 2) , , ^ 

x s>:/S 2 4 2iC*5V>T, fcMfefc £;h,T^£ ^ ir 

[0195] ±3$L£:£ 5 ~<D£ pClt^^ii 

T&^z*>&fr<nm&&mm£thx< z> 0 

[0196] -fr^r, ^77^8 2 4 3(C^ot>T, 
10 ±^X^- — »<4 (DCPU2 1 13, ^7-f7> hl^^T^ 

*iJ^Lyji^^, ^7 5/7^5 2 4 41:1^, 2t&£2;ft,£ 

T, ^7Y7yf>ilcMtS 0 coj: LTi£ff 2 
jh,jt-^ — ^13, JJ&LtfiJ: 2 7^7 v h 1 ofatt 

3 20^7^7'S 2 2 7) . 

[0197] ^77^S 2 4 3(C*5l^T, ^7^(7yf> 

JI0 l a»?>T#:i§*oA*g{f £ft,X^t£^bnfe£ft1tm&. 

Z<D^^\Z I3, ^i?>;*OSv>&i?&3Sri<&j&ift^T 

[0198] 0 3 413, XTyyS 2 4 4{c^t>T, ^ 
^ft^f-/M^b^7Y7y f> 1 lC;#LTi£{f ^ix 
— ^co^fifeCT<Sr^ LT^£ 0 CL(75^J(c.*5^ri3, ^ 

cozx— ^'(D y-^iD, m^m??? (own) , ifet/ici; 

S^S^^r^^n^^^/US^Sigs (Leaf ID, Ow 
30 n) ^-*a<«;&£;fc,TV^ 6 

[0 19 9] /£^5, 4#^(7)^— ?(Dftj£ 

<n*^T^y\ztt^x<n^W£i><nxh*<nx^ ttf& 

- ^ ^ ^ > x V y N- ^ -T ^ -r - ? 13 M 55 ^ n ^5 . 
[0200] :oj:p{:iT, ^^y^^-fty^ 

[0 2 0 1 ] ^C(C, i/yu-f V^iCO^TiftPJl-rSo ^ 
*5^TI3, ^y7>^^^|;g§t6CH^5J: 
^u-e>^i3, aAo^f^r-rsati^^^^ric^o^ 

[0 2 0 2 ] *7ii, «-ffil^$r^i6^br^< C^T, 

so r^-\*i<>y-tz>ztt>*imxhz 0 z<»^<n>r,\,- 
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[0203] z.<nm&, a.— tfwt. fv^atttt 

C<DIiE9ifi : *>Sflfc&9tcot^X\ 03 5*03 6 
[0 2 0 4 ] ffijl:, @3507D-ft-h^#,^t 

r, (401 — e^tt* 

*H % T, * 7-< h KDCPU2 1 12, ^/U— f^^co 

[0 2 0 5 ] friz. *Ty~7S 2 6 2{Cig^, CPU 2 1 
^yD"- '< 3 \ZT ?~kX L, ^77^5 2 6 3 \Z^S^ 

r, ^7=- 2 6 1 (ntemT-ftmztiizmw^&a v 

[0 2 0 6] ft*3, t£93^£LTI;i, 7<<1r >;*1r-— 

[0 2 0 7 ] W^IH ?;\ V>>ytt&t£thZ> 

[0208] 13 607o-7t- h^#i,l 

[0 2 0 9] M[fi)\Z. ^7J'7 , S271 (C^V^T, 
x^lf— /<3 0CPU2 1 te, Jry-fT^ h l*>t>iS{f 
*nT#fcBEW*S:*flr-*-5fc, ^7^S 2 7 2Cio 

[0210] giiufcteaa*, ^ £*x5M2l 

2 8{Cte, #"J*J*, 0 3 7\Z.7jk£th%£?\z > 

[O21l]03 7\Z7jk£tiZ,&\-vte^ y;U—7i<om 
m^rt IT, K9J*C 1 IMC 1 4^ig*nt^ 

cttb<DiiEw*c 1 ubmc 1 4(c^, ^-r-s^ 

M*Kpii75SKpi4#£*ftTV*S. 

[0 2 12)to;, ^/u— ^*2 ohe^s* it, mm 

fC2l7i?C2 3^1@jnTiov, C*lt)imt 
^^5BfSlKp2i7!;3gKp23^^*ixr^S 0 
[0213] £l±.<?>£ 5 fc^- 

[0 2 14] XTy^S 2 8 1JC*51^T, n> 

7^>-.y^-^3 6ocpu2 1 1*, istg^2 stcfBts^nr 
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[0215] CO^fEto^li, 0 2 9 £0 3 0 4:#SSL 

EKBte, ayfy^f- '<3Mt>, y-C±>^^- 
— ^4d^g£*^ixr^^o C^HE&^SMJ; 19 , y# 

[0216] ^ry^S 2 8 2(C*5^T, =1 yfy^f 
— '<3<DCPU2 1 te, ^^S2 8 10(jj|E«iI(DB 

70 S 2 8 3(CioV>T, CPU2 1te, ^7^yS 2 8 20M 

^f5//S 2 8 4I^PT, CPU 2 1 
12, ^^n5^u-yo#M!;, ^ 7 ^S28 

[0 2 17] 0 3 7(07^6^^1 co ^ 

y*7S 2 8 3cdM3®~C, #Jx.l*, i39l;^^h6i5 

i*7 [0 2 18] 0 3 9<Dffl\Z.&^X&* = >X 

^5X«Kc^, SEWSC 1 10^H8»Kpn, SEW* CI 
2 0^mK P12 , "*/S:W:»EW»C 1 3 O^BfiSiKpialC 

[0219] ^yfy^t^- /<3<7>0 3 8fC^£*L£cfc 

[0 2 2 0 ] &#J{C, ^7^7 , S291 icio^r, ^ 7 
-TT V h 1 OCPU2 1 12, 3>7V7t^3^i3 8 

j(7 o^t 1 7^S2 84 coMS~ei£{f LT^fc^ yfy; 

^^i^TV^^ > (03 9) 0 
[0221] t^T, ^7^S 2 9 2 Jcio^T, CPU 
2 Hi, XT y^S 2 9 1 CDfcyiT-Sff Lyta»^QO=i 

*LT, Mltnyfy^ffl^Tnyfyyoa 

^ [0222] wtii, mz $<Dm\z.7F£m,z>um^c\ 

>fyy«Kc«r*»t«. tit, 3 yf V^«iKc$:ffi 

[0223] mm<Dtemte, mm&c 12, c 1 3 \zm 
c 1 4 &&&&<n<&mm$:m^xm j &it 

^filt^yfy^fKc^nyfy^lcTOLT^^nT 
5(7 !$ot, ^yfy^iKc^fflV^T^Vryy^SttS 
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[0 2 2 4 ] J£*_klC*n>Th3u => >f>'7^ ("T^to 
^nvxvy) MIT^ b'>-^$rff5 £ 5lcL*i 
(^-r-trv^) {c^fbr^/u— 

[0225] aJboj;5lcir, WJ/i^-yjf- 

■*\ &*£-^£lCV (Integerity CheckValue) Sr^l^-ftC 
[0 2 2 6] ^J-iz^XhJ-^y? 

to3ai«DMirs«>fettfc/u-yuics^ir^Tff tons. 

[0 2 2 71 14 Ui4 2(^7D-f h «T 

[0 2 2 8 ] 04 l(D7o-ft- h S:#flP, L 

^S3oii:^k, ^7-<ry hiOTU2iii, ^ 
=~y$7fy h^^ty^ofi y?7$ h GD&CN 

[0229] Xf77'S 3 0 2 1^*5 l^T, CPU 2 

[0 2 3 0 ] ^LT, ^yS 3 0 3fcl*3l^t\ CPU 

2 in. s 3 o i ^i-c^biitf x 5/ 

^T^MU&Nl^, ^f^yS 3 0 2(^MM^ 

[0 2 31] h®#Nl#, 
S 3 0 4ICl^ % CPU 2 Hi, tl^ttlO^fi (f x5/^ 

tt&t ^tl^7-r -trV^lD^^brfBtg:ffl5 2 8 CO 

[0 2 3 2 ] ^7^8 3 0 5 Cfc^T, CPU 2 

lit ^f;yyS3 0 l^tolT^lt^^fcf^iry 
j^co^^ y >7T hlnJ&N l co fit i fcftf>f >^ y ^ v 
hi"6o ^f';yS 3 0 6 tCfcl^T, CPU 2 1 7 

CVlco^Tte, H4 6 7iSH5 0*#HBLrftai-*. 
ICV& m V >T 9 -f ir V* co^fi[§r^-lh-r 6 n t &*im t 

[0 2 3 3 ] *7-y~7$ 3 0 7 [C*S^T, CPU 2 
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Hi, y#TV bM^<D9^±^^t. *7-y*7S 
3 0 6 0&&TiSS$n*:ICV&, S»£#0^&F!S$£r 
fflt^TPt^teLT, EKB:fcJ:t/tiE^£ £ t>lc, tB^ttd 
aMElcttiAU ^e-2-t*r5 0 £ <blc, ^r^S3 
0 8fc*5I^T, CPU 2 1 f£ , ^fi/^S 3 0 6OfelIt- 

«££n*:icv£, tt^flstosi^^-t, 

[0 2 3 4] Xv~y7§ 3 0 3{C*5l>T, y i? 7 $ 
10 bMfkN y ft 7 $ h(Hl»N2j:^#</i 

n 5 <tf-:c y>r T r> hfl*ff toivO^Sco-C, ^ix 
?7 $ C t^T, * 

7^S 3 0 9{Ci§^, CPU 2 1 13, ^ 

[0 2 3 5] 0 4 207a-ft- h&^f&L 

T, 134 1 (D^x. y? 7 ^ t*&m\z.£ *) , ^-firV^O 

[0 2 3 6 ] *T y7S 321 (Cjol/>T, 

(7^t>^=Srfx^^7nt5^7^7y h 
i) (c, i^g#^y-7^r-^i^ff-rs 0 :oy-7 

^r — li, 3 0 4^C^5l^T > ^ 7 Y T 

[0 2 3 7] ^f^S32Z (C^^T, CPU 2 

lte, tl#«0<O^7^rv h l^^ffff^Sttfc^-fir 

cn^Sff-r^o -ttefrh. C07^ty^, ic 

[0 2 3 8 ] ^f^^S 3 2 3 ^C*?^^T > CPU 2 1 13, 
J/^S 3 2 2^ST'S(f lfc7^ty^, icv, E 

[0 2 3 9] J^iOip^lt, ^Yirv^O^^-/^ 
@4 3(07P-f t-hlC/T^n5MI$r 

glfrf So 

40 [0 2 4 0] -f^to^, ^^tC, ^X^^S 3 4 1 lC*5 
v^r, ^7^f7y h 1 <7>CPU 2 111 ^—tf&QT^JjW 

-TS e -t LT, ^f^7 p S 3 4 2lCjo^T, CPU 2 1 

Bss«i2 8{ct3ts$nTv^5Pf-§-{k:$nr^sicv 

s. 

[0 2 4 1 ] ^7^7^5 3 4 3 (C*S^T, CPU 2 

lwt, ^7^/s3 4i^nat), 
5^ #^nyticv^— sts^^$r^j^t^ tt w#3&«— sk 
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£u ^It, ^f^yS 3 4 4l:ft^ CPU2U2, 

[0 2 4 2] ^niCtfLT, ^f^S 3 4 3 tc*>^ 
T, 2ooicv^-SfeL/^^i:^j^$nyt^^, ^><-i? 

S 3 4 5lCil^, CPU2 1 J2, ^7—*aS^^tT*r-5 0 

^<7)t^, ^co^^-fe V^^^T=jyry 

[0 2 4 3 ] U*i:(DJ; |(D^7^7> 

[0 2 4 4 ] ^v' y S 361 {C*5^T, CPU 

9 J>'tt&<n9'<'t>x<niD$:%L'&-tZ>o &tc, XT y 
3 6 2 tCfcl^T, CPU 2 1 12, XT y^S 36 IT 

^d»*r*ij3e-rs. C<7>¥JJ3£I2, |41^f5/7'S30 
8 0&^-Cfat&£iXi£lCV, 7^r — , ISXXf? 

V*ID<C&^TfTfr;h,£ 0 ^f^S36 

1 -VftftZtitiiV—?*—* ^^irv^iD, :fcJ;tfICV 

[0 2 4 5 ] i»g#*^* 2>*T* h 

LTt^COX 8 ^^^^, ^T^^^S 3 6 3JCioVNT, CPU 

2 112, *l^«OKfiO?*f -fc^;*, EKBfciWKW* 1 

<otim&m#-rz>. '&&-rz£?\z, ^ojmucs-s^ 

T, *l#MJigo^@l2, ^-irv;*, EKBfc J; U<liE9!S<7> 
H'H»«r*tT"t-6 (i45^f^S 3 8 3) a 
[0246] ^f^S 3 6 4 tC&^T, CPU 2 1 12, 

£*XT£/!:<D-t\ ^O^-Yir i/;*^^ yj? T $ hlal3& 

[0 2 4 7 ] Xy- y^S 3 6 5tC*51^T, CPU 2 1 12, 

>f-fe^^^#feU*V^^tcl2, *x$/:/S 3 6 5 (Cxi 

^, cpu2i»2, ffi^iraossao^acy^^^*** 
£ LTWx^r^) Mc&tf 5fate£:Bl||&-f 
£o c*uc2*lt, ^f^s 3 6 4i:^r, ffi^w 

^££^£ix£::t§<e*fc»2, {&<n 9 J ir >>x <D^-=r. y ? 
-O'SrSWS-BTtBtt^fcSO-C, ^r^S 3 6 6^ 
mnxicyT'ZthZ. 

[0 2 4 8] ^T5/^S 3 6 2{Cfc^r, ^ ac y 2 *f > 
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CPU 2 1 12, *x y^S 3 6 7 (Cxi^, ^ * # *a 

[0 24 9] ^-W, 9^±^X^JE\Z=i tr— uyb 
£5fc$i^ ffi<££ixT^£lcvote,!: , ^7$/yS3 

7tlCVOffiri*H&5t>o£fr5x\ fx^>fvr^t 

[0250] IS 4 5 12, 04 4(D^n— ^ — HC;^£ 

n^^t^ofx $/^^yfeS^ntTt5^7^r 

^Mc^Lt, i^i#^tLTt^7^ty^$rfx 

[0 2 5 1 ] ^7$/ys3 8i|:^v^r, ^7'f7yh 
KDCPU2 1I2, fl^fflO^S (13 4 4 (7)7o-f 

hic^-r^s^ntf-r^^ r v h i) (c y — 7 — 
Lit J: 5^, *!3MU<D^@<2, ^r^ys3 6llc^VN 
S 3 6 2i:fc^t, ^tucg-^r, fx^^Mi 

[0 2 5 2] ^7^/S 3 8 2|C*5V^r, ^7^7^ h 
10CPU2.1 12, ffl^«|iD»«3ft»b9^-fe>'^oH'J|»S: 

JEmtt^xL ypj >tt&<D7 4±i/X'VhZ } m&. Jbtf? 
byt«fc5(c, 4i^tt0(7)^®(2, ^x^^S 3 6 3^M1 
-C^^-fe!/^, EKB*5j:VIiEW« : ^H'IB**:S3RLT< 

-fr^-e, ^Ojf*Srg(tLfc»-fr, ^7^S38 
3{dig^, CPU 2 112, 7^tV^, EKB*5J: U^IiE^^^ 

H»ll»-f5, -f^bt?, cntcj:^, :o^7^7yhi 
J2, W^^o^^irv^^fflr-^^^tt^^/^D , Hi 
4 4(0*7- y7S 3 6 4C0j&m\Z.£K) ^ f * y ? T <} h 

[0253] ^f^yS 3 8 2tC:Jo^T, t@^{IUO^a 
^77^S 3 8 4 tCit^ X7-Mi^^f^ 

[0 2 5 4] eJli:ic*5^/^r^2, ^oc-z^^vi:^^^^ 
- h ^ ^ 1 2 A - ^ ^ -fr £ J: 5 i - -t Z> zl £ h *J m X 3 th Z> o 

[0255] ^(c, ^-r^v^ isy t>mm <o 

^^^fi (lev) $:Mir, y-i-t^x^ttfotttf 

[0 2 5 6] ^-Y-tr^^co^v^^yx^ • f-^c y^ffi 
5(7 (lev) 12, Witt^-f-fev^ic^-fS^y^aHft 
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&m<<^Xn&£il. I CV = h ash (Kiev, L 
1, L 2, • • • ) lC£oT§f3l£it*o K i c vlil 
CVM^-*C*j2>, LI, L 2 liT^ir V^O^^T? 
&>9, ^ir-v'Sfc (M 

AC : Message authentication Code) 

[0257] d e sm ^mmf&^m^^tiM AC|« 

tf'J&0 4 6 lc^-r o 04 6<D«j&lc^J; ? 

tlfc* ^ir — ^Ml , M2, • • MNifS) , 
*ZJ#i{I (IV) fgg$I5 2 4 -l A\Z.£K> 

$m&)t&mft-tz (^^mi i £-#-*) o i 

1 &DE SPf-*Ht3fl2 4 - 1 BCAiX, & (£*T\ Kl 

*:JSi\ DE SPf-fHfcSfl 2 4 -mfi>h$k&\Z.mx$iLE 
NiM ^ir — v^fg (MAC (Message Authentica 

tion Code) ) tteZ* 
[0 2 5 8] IOj:5^7^ft^OMAClMCV 

' (I CV) a*±j#£;h,S 0 #J*.tf 

^{Cg^^T^^bfc I CV££fcfc&bT^-<7> I CV 

[0259] W:, ^•Yty^^^yf^yr^ - fx 

Vtffi. ( I C V) ±f&*—X&>Z>K i c v &±.&<D^$h 

4*^*<n4lsy->f\)y-4 ®. (I CV) 

[0 2 6 0] 04 7*5 J: 1/^4 8 tt&<7)^ lC* 

IM^r-Ki c viSrtM^^o^^ (EKB) 

1, 2, 3 ^^LT^^^Jfg^^^ vtmtk&s—K i 
c v &IZ{f -f£#'J£;^U 0 4 8 te-T^-f 0, 1, 

2. 3 ^o-r^-f ^ 3 £ y (|fc|$) LTf^'f ^ 

o, i, 2^^Lro^^#«rtg/^^^ !y ^fi^^^ 
Kiev $:iaff-r6^)^^ 0 

[0 2 6 1 ] 04 7(DW1, 5E«T/- K*-K ( t ) 
0 OJc^oT, 5^ v?i&tktft*r-K i c v ^rRgr^-^h: b 
fcv 5 ^ E nc (K (t) 00, Kiev) ttt>\C^ 
y*'<-<xo, l, 2, 3(cfe^r^H^n<D^r-#-^y- 

(t) 0 0 ^rtg/£^r^t^r-^D ^ (EKB) 

£r&EfcLTIg{f-*-5 0 ^rn-^n^v^Y^te, 04 7CD 
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^(Illc^-r J: £i\ EKB$:MI (&-§■) -f £ ^ 

MSfr^nyty- k^-k (t) oo^m 

U #ctC, K*~K (t) oo^^t, 

m^t^tlit^^ y ?m$Lf&*-E n c (K (t) 0 
0, Kiev) £m#LT, ^ ^{t£j&*-K i c 

[0 2 6 2] ^<D^<Df/<4 ;* 4 , 5, 6, 7 • • • 12 
^-O^^dr—^u^^ (EKB) SrS:ffLTt>i# 

/0 LTM^T^ttfcy- K*~K (t) 0 0£&*#-f-3:i£ 
[0 2 6 3] 0 4 8*50^ 01 Z<0&m&Xm 

^^>-/^, -fftfr^ 7*'<-<xo f i, 2, (c#ltco 

^M^Ii^W^-yp^^ (EKB) &£/&LT 

(EKB) t. ?-~y (Kiev) S:/*— 

^ K*- (K (t) 0 0) TPf^ttf^^Enc (K 
( t) 0 0, Kiev) &gB{f-r6 0 
[0 2 6 4 ] 04 8<D*;W\aL '&-%^M&7F^X&> 

z>* f'<s(* o, i, 21*, *i\ g.m^tz.iimt*- 

-&m^iz'&^tlim\z.J:t). S ^y^- K ^_ ( k (t) 
0 0) teVkn-tZo ^(C K (t) 0 0lcJ;Stg#lcJ; 

tjfi k i c v &m§-rz e 

[0 2 6 5 ] 012 \Z.7F-fi&(V ^/\-—^<Dv'^<^ X 4 , 
5, 6 • - • Its ^<Dmm<D^f-<? (EKB) ££{fb 

fflv^THtTy-K=^r- (K (t) 00) 

/i:v^ 0 l^^tc V Ztitz^^jx 3 tc*5^r 

/-K^- (K (t) 00) SrS?#tSCtmt, 

[0 2 6 6 ] d<OJ:5M, EKB Sr^Jffl Lfc^^ ^ ? fit 
^^r — (Og2^$:ffiv>nii, ^4*r^*< IT, a> 
, O^tCiE^«f!j#0^.^ffl#-5rt6^ Lfc^^ y?m± 

[0267] ZL<D£ ? y 4 i? *M /'Jf^ • 
^^jy^ffl (ICV) £r/IH>3^ ^fcj: , EKB«^Pf 

^'Jt(ii4 9A(C^fJ;p(c, 7^"lr^^Ll<t7^ir 

M^/d^ (EKB) iitCttj|ftLfc^f^7 

id^o, in^rt^* t ^ f ^ r 2 icn iti^ 
t*>»?, wtL^EKB^«#^rte/^/^^r-w*jfflr 
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[0 2 6 8 ] 04 9 B\z7jk-rm-?n % &*^^T\z.iEm 
(icv (li, L2> ) &te*to'rz>mf&t 

-tZ* ft*3, (ICV (LI, L2) ) It 7^t^ 

V = hash (Kiev, LI, L2) £r;^LTl>5 0 

-fir^L 2fcS^i*T£/#$i'L*:<f yf^y • ^ 
(ICV (LI, L2) ) *x3 e * 

^iy^ffl (ICV (Ll) ) AMMASfiS. 
[0 2 6 9 ] ^(DjgfifclC&^T, ff^T 1 (C«»*<x 
*: (EKB, ^^irv^.2} $r^f^T2l:3^tt 

Jc^fS^, ICV (Ll, L2) &±&$tlZZt 
left*?, tir^T 2\z.&m£thX\,^Z>K i c v (Ll) 

5 trfc ft 7 *f -fe o»<*3ft«*fr £ ^ t h i)Az 

fts„ T&m&i-zf^j x\z.&\,^x , n^^T 
cv^ftlrt i cv^-Sfe^jsuL, -SiLft^iB^te, 

[0 2 7 0] 3c£tt 
irv^co^ yf^yf-f • ^my^ffl (ICV) iSr$^ 

LTt>J:^ 0 -fftfrlb I CV = h ash (Kiev, c 
ounter + 1, Ll, L2, •••) lCj;oT§f-& 
-tZ>ffif&k-fZ 0 JiVl"? (counter-f 

ixStti: IT^fS, ft*5, 13 *>-*ffil*i?*^Tft 

[0 2 7 1 ] £ h\Z y =7 4 Ml/ 7,(04 1ST- ? y 7~<< ' 7~ 

*v?m (icv) &7<<±>xtm— ^-r^rtcft^ 

t-5::£a*r#ft^t8j£lc:fc^Tte, 7>f ^?>';*CD^>' 
7 1 ^ ! J :r ^ • f xy^l (ICV) >J*£te#J 

[0 2 7 2]fliii, K*i&**/fl;*^r^iiftoM 
o^co^T BSihffio^ ^tiT^fti^rV T ^ i? 

^s/^te (icv) ^^t^^icv^)f#^^ 
^jEft^-iHcj: D/^iiS^te^ifc^ i eveo^c 

£tt^t*Tft^:fc^;h,ri**>5 0 *;*f>-v 
v^JboSc^ft^^ T{C I C V^MIT, 
;*<7}rr f-ny hD-;U (#J*tf check-in/check-out, 
move) tc I c v + zm&t-T & z £ {c J; 0, ic 
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£ft£o 

[0 2 7 3] ^O«J#0iJfcig 5 0 \Z7jk-f 0 iSOTIi^ 

btlT^/^^^T-f 72 2 0 1 |C7-Tir 1 Tj^7<< 
3tfSt&*ft£*i„ Cfrh<D7 -(•K^Xizm'TZJ is 
TPVT^ - f'^ytm (ICV) j.— -9*£*g Afc 

7^!)7-f •f^y^fll (ICV) 0^#&x.£|£li:L 

2 0 l St^^L*:^/^;*^ ^7^72 2 0 ioM 

^rl^ff-f £f8tc*;* h^v'^-efc-S P C, -fr — 

T I cV(7)fxy^SrSSfTLt»t(Oir§S:«St5« 

-f V ^ (7) ^ ^ & g£ jh r ^ £ e 

[o 2 7 4 ] ^ hs, 

^S^-y^/U^^tr^-^^^fc, PDA (Personal Di 
gital Assistants) , m^Mtm, V A«5R«|ft ^ ^ 

[0 2 7 5 ] — ig(D^^$:y 7 h i>x7{cj; 0 l^ff £ 

&m<n-7* ?7 h— ;ir-tz> z £ 

[0 2 7 6] CcO|H»JSE«:|i, 0 2\zm$tlZ£ ?\Z.. 

^m:^wtmmz s wzyn ^7 fem-fztz.fr 

(CD-ROM(Corapact DisKRead Only Memory), DVD (Digital 
Versatile Disk) Sr^fr) , 3t^^v^^f^^4 3 (MD 
(Mini-Disk) £r£tr) , t> L < te^MW* * V 4 4 ft 
^ft^^^^-^^^^r 7iaDM$ti^/fi|r 

ft<, *«**u^toia^a*4xfc«tt^a--y{c»« 

^n^, Ad*fB^£;h,Tl,N£R0M2 2 fBtfe 

^5 2 8K££n£/— K7^;**ft^T-«J*$n-5o 

[0277] ft^b\ ^:^*ffl^l^^v^r, mmmmz-fcm 

[0 2 7 8] *3t, *WjMB*{C*5^r, i/XT^tVX, 
[0 2 7 9 ] 

i#m<D&)%z] j^±cD$o<, loitiMig 

50 -C, 3V^>yo«EiiSr*&if5- ^ft< , ftlco^gT- 
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[0 2 8 0] ^:^^0m2 0-fS^M3®SI®fci:t/^-te % 

[01] ^SS^SriStf lfc3yfV7tl^f^O« 
[0 2] 01O^7^7yhO«^t^ny^at 

[14] 0 l mazs^zsyy*— '<<D=i>' J r^y&1&&m 

[0 5] @4^f^S 2 6 \Z.-&tf Z>y y h (D 

[06] iio^7^ryh^nyfy7W4toi^ 

[07] 0 6 <D*ir y-fs 4 3 (D 7 Y -t? y^fefMio 

[08] y-ft^oM^ti^S. 

[09] 0 l (Dyj-t >y>^— '<<n : 7<<C±>'xmfc<D$} t 

m&mm-fzyn—^*— h-e#>5 a 

[010] @6^fyyS4 5 JCfctf 5^ ^-trV^S 

[011] 0 1 Yi? V^i^— /<(7)^^-feV^|53R^ 

[012] *-^)»afcR!Bt5Ht*5. 
[013] #7^iJ /- KSrRKi-SH-CfcS. 
[014] / — K^^/^^^^J^O^grij^^gix 1 

[0i5] m®<t*-7*y?<Dm&*mwi-z>m^b 

[016] «Jr-yn 3>*<Z>*JJflS:R91-#- 50-C& 
£ a 

[017] *r#Hfc3r — :/n j/^yt^j; h<0#'J£r^ 

[018] t»fk*-7*D ^o*^o«j*&RK-rs 
0T-fc£ o 

[0i9] DNKfrfflvN^a^^^y^at-^teairKwr 
50t&* o 

[02o] mmt*—7u yt?<nm*n*-i-m-eihz>. 

[02 1] ffi^nyry^^i 0(0f^^f 

[022] yj*^x<D#T=fi)&mm-tz>mx'$>z 0 
[023] ^ r> hoy y t m >-ymm&%im-rz>y 

[024] ^-^--r-^oiMMt^gj-c^ 
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[02 5] 3yf>^07t-^^0«^t|T*J) 

[026] 'Ammmmm<om&7F'r®x3bz> 0 

[02 7] ayfyy^fiftSrR^fsHTfcs. 
[028] ^'fry^nyry^^fx^rn 
feiMlt57ti-f-^- hr-ifo5 6 

[02 9] ^^Cj:S*»ft^F~yn j/^fc^^W 

[0 3 0] fttfhit*-?* y?<Dm&m$:&~t®Xh 
10 Z> 0 

[03 1] ^-^O^tRBtSHtfcS, 

[03 2] ^v^CT^ h<o^ir>;*K^&9*&3S*rR 
W57D^ft- hT#>S a 

[03 3] ^-fty^t-z^T-fty^it^oMl 
tRflt^D-ft- h^5, 

[03 4] "^-^OWfiKflfiJfe^i-HrfcS. 

[03 5] * 7 hOB£W*(75«ftfti3®S:RM + 5 

[03 6] aV'T 1 ^^* — /<<OliEWS«»*ft31«:RW-r 

[037] y^~7<nmw&<nm*7F-fm-efoz>* 

[03 8] ^-trv^A5fr*5ttrv^s»-&^*3«t-6 3 

So 

[03 9] ^ V7 i >^^r-(DPf-^{b(D^J$:^-r0X s ^ 

So 

[040] y/u-^\zm-r^^y^r> btotem&wtm 

ti7n-f t " hX*&£ a 
[041] fiiiO^ T> htc^^-tv^Sr^^ iy^r 
.70 £ htS^7>f7y hOfcUl&tfc^-f 57n-ft- h 
*t*fc£ a 

[04 2] te^^7^7>M^7-<ty^Wf xs/^ 

[04 3] 7 0^(?)fx^7^ h&Stffc^'f 
TV h 0«4tolSrRflt S 7 n - f t - h t?* 5. 
[04 4] i&<D?7-( Tls h^^^^irv^O^^ ^/^ 

*0 [04 5] fl!l(?)^7^7yHC7>fty^$:f x^^^f 

[04 6] MMW£j*«rRfl + *Hr*>3. 

[04 7] icv±f$*-<nfe^&m&mm+zyn-?- 

[04 8] ICV^^^-(DftilCO^-^feig|^R0^-t*5 0r- 
[04 9] ICV|Cj:5 7-Yty^(7)rJt^^l^^0^ 

50 [05 0] 7>rty^wffaS:RSt5BT*5 0 



45 

1-1, i~2 ^^r^F, 2 -o-*— 

5 m&V — 2 0 2 1 CPU, 
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2 4 P£#-tt;*g^3l5, 2 5 a— 7v?m, 26 
A*95, 2 7tU^^, 2 8 |5tt«S, 29 I 
(ISA 



[01] 



[03] 




S1 



S2 



S3 



20 



21 



CPU 



[ 



[@2] 



22 
S 



ROM 



23 



RAM 



24 

_S_ 



25 

Jl. 



26 



27 



28 



29 



02 

[08] 



198 



31 



32 

X 30 



©0^5 

41 42 43 44 

a ft it ig 



§ 9 



m 

X 



m 




CD-RJCffi»PTfBS:«fl 


u- 






DNK 



03 



S4 



[04] 



S21 



lYes 



S22 



S23 



re 



S24 



WATS 



S25 



S26 



( iEE ) 

194 



(25) 
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[05 J 



EnajptianHxil I EncrjptianHock2 EnaypfonBodd — 




Content info,| DRM info. | Uc. ID 1 EKB |Kbcbc(Kc)| | IV { Seed | EiccTdate) 



Codec,etc...| | Usage rules/status 



CBCmode 
K'c=Hash(Kc,Seed) 



IH 2 0 ] 

EKB 



Enc(DNK. KR) 



020 



B5 



[1216] 



[1217] 



S41 



I 



r 



YesT 



S44^- 



Yes 



S46 



S47 



S48 



~T~ 

c IEE ) 

H6 











>Ho * 









S45 



S61 



S62 



I , 





[ 











S43 










S63 



I 



S64 



S65 



S66 ✓ 



_L_ 



S67 



I 



Yes 



> 



I 



S68 
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[@9] 



S101 



3^ 



I 



SI 02 



X 



S103 



-EE 



S104 



S112 



1S105 



SI 08 



1S107 



E 



I 



S109 



S110 



I S1 11 



S131 



SI 32 



SI 33 



$134 



SI 35 



S136 



S137 



S138 



$139 



[§10] 



[Hi l] 



I 



a— 1fiDt/«!7-K 



I 



I 



SWT* 



09 



flaio 




Kill 



0 1 



K1110 
K1101 K1111 



\K0001 JO0011 K0101 KOIlY K1001 K1011 

2 3 4 5 6 7 8 9 10 11 12 13 14 15 
012 



sure 



S151 



S152 



S153 



S154 



H11 



[023] 



c 



D 



S171 



S172 



I 



C > — y 



S173 



SI 74 



S175 



SI 76 



I 



Yes 



S177 



H23 
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[Hi 3] 



1 7] 



MG-R Entity 




DNK 



8 



24 



32 



601-^ 


(version) 


7*77* 
(depth) 


^-602 


603 -n^ 


(Data pointer) 


(Tag pointer) 


find 


605-^ 


(Signature pointer) 


(reserved) 






7*-^&(E(kO, KR) P ...) 


^-606 




»4W((0 I 0} I (1,1 1....) 


^-607 




8fi(Signature) 





013 



EKB 
017 



[0 2 5] 



T-system 




2304 



[031] 



•J-? ID 



014 

[03 4] 

Mark = { Leaf ID, Own. Slg s (Leaf ID, Own)} 
034 



031 



Header 




EKB 


Enc(KR,Kc) 


Cert 


! S/ff(Header) 


Enc(Kc,Content) 


Meta data 


Mark 


I® 


025 

3 3] 








S241 ^<i2>^Hl^U®« 






S242 1 ttflsstft^rs 



CID 



LID 



URL 



WM 



S243 



S244 T 



No 



dH3 



033 



(28) 



2002—297816 



[015] 

A ^fc*-:/D-;/^(EKB:Enabllng Key Block) 
lZ/i—iSB >:t G>J— fcEItt 



015 



[016] 



/t-^a>(Verslon) :t 






000 


Enc(K000, K(OOO) 


001 


Enc(K(t)OO1.K(0OO) 


0010 


Enc(K0010. K(0001) 


Enc(K(l)00. K(0con) 



H16 



/t-S>a> (Version) :t 






0 


Enc(K(t)0, K(t)R) 


00 


Enc(K(t)00, K(t)O) 


000 


Enc(K000 f K(t)00) 


001 


Enc(K(t)001, K(t)00) 


0010 


Enc(K0010. K(t)001) 


**$Ht*-:7n \y^(EKB:Enabling Key Block) 






/X— ^ 3 > (Version) :t 






000 


Enc(K000, K(t)00) 


001 


Enc(K(t)001, K(t)OO) 


0010 


Enc(K0010, K(t)001) 



DNK- 




5Vt-f*0 



1 9] 




EKB 


Enc(KR, Kc) 


Enc(Kc,Content) 


KR ► 

K 


c 





Conlent 



019 



[03 5] 



S261 



S262 



S263 



r 



035 
[036] 



S271 



S272 



5 



a 36 



[03 9] 



Enc(Kp n , Kc), Enc(Kpi2. K c ), Enc<K P13 , K c ) 



039 



(29) 
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[Ell 8] 



[0 3 8] 




B 

WSUfb^-^Q^^CEKBrEnablino Key Bkx*0 









EncCKOK), K(t)R) 


fO,1J 


Enc(K(OOO t K(t)0) 


(0, 0] 
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